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SMTP Email Settings Setup Guide

The SMTP settings can be configured by the admin from System Settings >

General Settings > Email.
Send SMTP Email @ Yes No

SMTP Host
SMTF Port
SMTP Username
SMTP Password

SMTP Secure ® TLS SSL

Additional Alert E-mails

Fig. 1: SMTP Settings under Email tab (Admin-end)

The admin can configure these settings from any of the three different

types of accounts:

1. Gmail Business Account

2. Gmail Account
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3. Third Party Account

The settings to be configured for each of them are provided ahead in

respective sections.

1. Gmail Business Account

To configure SMTP settings through their Gmail Business account, the

admin must follow the below steps:

i. Admin must visit

https://accounts.googale.com/signin/v2/identifier?flowName=GlifWebSignIn&flo

wEntry=Servicelogin and login into their Gmail business account using their

valid credentials (Email/Phone and Password).

Google
Signin

Use your Google Account

Email or phone

Forgot email?

Not your computer? Use Guest mode to sign in privately.
Learn more

Create account m

English (United Kingdom) Help Privacy Terms

Fig. 1.1: Google Account Sign In
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ii. The admin must ensure that their Google account is secure enough so that
when using the SMTP service there are no interventions. Thus, the 2-step

verification settings provided by Google must be enabled.

NB: If the admin wishes to proceed without enabling the ‘2-Step Verification’

settings in their Gmail account, please skip directly to configuring SMTP

settings on their dashboard.

iii.  To enable 2-Step Verification, the admin must:
e Click on their profile picture provided on the top-right corner and then
click on ‘Manage Your Google Account’ button. This will redirect the

admin to ‘Home' settings page as shown in figure 1.2.

Googe Account o
. Welcome, . _.. ... .
[ tessssore Mgy mey, sna sacurity o m ik I m
O Das & penonsizrsan
\ P Transfer your conbent ' Frivacy &
= S e —— . parsonalzation
8 o [ e = |
S e

- T Vanage yoas dels b peongicsion

Wie kaep wour account Account siorage

protestad a

Tz the Privacy Chackup

Fig. 1.2: Gmail Home Settings

e The admin must click on ‘Security’ from the side-navigation bar which

will redirect them to the security settings page as shown in figure 1.3.
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e This page displays the ‘2-step Verification' settings as marked in figure
1.3.

Google Account Q

B Home Security

k SeHings a= o b hels you keep pour aco ECute
C—— Sellings a=d recommendaticns b hels pou keep pour account secu:

% Data b parvocalicaton

We kesp vour account protectesd

|f:| Security
Tha Security Chaciug ghes you peesanalined secommandiations 1a
B, Pacpls & sharing aBCErs youl aecount

B fapmerin b shuer pron:

Gewt pinrind
D Aben
Signirg in to Googhe
] Laxt changed biay § 13
2Enep Varilication [-Rud 3

Recent security activity

W, Icho Wriier was gleen Bocournt Bocess India- Jul 14

Peire i Ry el

Fig. 1.3: ‘Security’ Settings Page

e The admin must click on the arrow provided on the extreme right of
these settings which will redirect them to the ‘2-Step Verification’

settings page as shown in figure 1.4.
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< 2-Step Verification

Protect your account with 2-Step Verification

Each time you sign in to your Google Account, you'll need your password and a verification
code. Learn more

Add an extra layer of security
Enter your password and a unique verification code

that's sent to your phone.

Keep the bad guys out

= g
- Even if someone else gets your password, it won't be

enough to sign in to your account.

GET STARTED

Fig. 1.4: ‘2-Step Verification' Settings Page

The admin must then click on the ‘Get Started’ button to proceed on to

the next step.

e The ‘Let's Set Up Your Phone' settings page will appear as shown in
figure 1.5 on which the admin must enter their phone number and then
select if they wish to receive the verification code either by ‘SMS’ or
‘Phone Call'.

© Yo!Rent (FATbit Technologies). All rights reserved. Page |5



yolrent

Let's set up your phone

What phone number do you want to use?

LR

Google will only use this number for account secunty
Don't use a Google Voice number
Message and data rates may apply.

How do you want 10 get codes?

@ Text message O Phone call

Steplof3

TRYIT

Fig. 1.5: ‘Let’s Set Up Your Phone' page

e Clicking on the ‘Try It' button will redirect the admin to ‘Confirm That It

Works' page as shown in figure 1.6, on which the admin must enter the

verification code forwarded to them.
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Confirm that it works

Google just sent a text message with a verification code to (Il -

Enter the code

Dadnit get it? Resend

BACK Step2of3 NEXT

Fig. 1.6: ‘Confirm That It Works’ Page

e Entering the verification code and clicking on ‘Next’ will redirect the

admin to the ‘Confirmation’ page as shown in figure 1.7.
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It worked' Turn on 2-Step Verification?

Now that you've seen how it works, do you want to turn on 2-Step Verification for your Google

pccount S Qamsi com

Step3of3 TURNON

Fig. 1.7: Confirmation Page

The admin must click on the ‘Turn On’ button to finish enabling the

‘2-Step Verification’ settings.

iv.  Once the ‘2-Step Verification' settings are enabled, the admin can proceed
further. In the next step, the admin needs to generate an ‘App Password’
which will be used as well for the SMTP integration, so Click Here to visit the
‘Google App Passwords’' page to generate an App Password. The admin will

be redirected to the ‘App Passwords’ page as shown in figure 1.8.
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< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

You don't have any app passwords.
Select the app and device you want to generate the app password for.

Select app Select device

GENERATE

Fig. 1.8: ‘App Passwords’ Page

V. Then, the admin must select the app from the drop-down choice and choose

‘Other (Custom name)’ as marked in figure 1.9.

< App passwords

App passwords let you sign in to your Google Acoount from apps on devices that dont support 2-Step

Werifscation, You'll cnly fesd 1o enlér il ance 20 you SonT mesd 16 fermemlier il Learn mone

¥ou don't have any app passwords

Select the app and device you want o generate the app passwond for
Select app Sedect device
BAail
Calendar
Contacts

‘YouTube

| Other (Custom name) '

Fig. 1.9: ‘Select the App’ step

vi. The admin must then enter the name of their choice to their app password

and then click on the ‘Generate’ button as marked in figure 1.10.
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< App passwords

App passwords el you sign i 1o your Google Account from apps on devices that der suppert 2-5tep
verification. You'll only need o enter il once 50 you don't need to remember it. Learn more

You don't have any app passwonds

Select the app and device you want to generate the app password for.

: 4

GEMERATE

Fig. 1.10: Create App Name

vii.  Once the app password is generated, the admin needs to save it for later for
which the admin can read ‘How to Use It’ instructions provided on this page

as shown in figure 1.11.

Generated app passwaord

Your app passward for your device

M

_— Haw to use it
Egrrail o Go to the settings for your Googhe Account in
the applcation of device you are rying to set
Pt up. Replace your password with the 16-
R, character pasaword shown above

Just ke your normal password, this app
passwond gramts complele access o your
Google Accounl. You wort need 1o remember i,
s0 don'T wiile it down o share it with anyone.

D=DME

Fig. 1.11: ‘Generated App Password’ Page

Admin must finish creating the app password by clicking on the ‘Done’
button.

viii.  Now, the admin must go to their dashboard (refer figure 1) to configure the

SMTP settings from their Gmail Business Account. The settings to be

configured are:
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e SMTP Host: smtp.gmail.com

e SMTP Port (TLS): 587.

e SMTP Port (SSL): 465.

e SMTP Username: Valid Gmail address.
e SMTP Password: Valid Gmail password.

e SMTP Secure: Select one among ‘TLS' and ‘SSL' as per required.

2. Gmail

The admin can configure the SMTP settings from their Gmail Account.

A. To proceed with enabling ‘2-Step Verification’: Follow steps to ‘Enable 2-Step

Verification’ and ‘Create App Password’. Then proceed with configuring the

settings provided below.
B. To proceed with disabling the ‘2-Step Verification’: Configure the settings

provided below.
The settings to be configured for such an account are:

e SMTP Host: smtp.gmail.com

e SMTP Port (TLS): 587.

e SMTP Port (SSL): 465.

e SMTP Username: Valid Gmail address.
e SMTP Password: Valid Gmail password.

e SMTP Secure: Select one among ‘TLS' and ‘SSL’ as per required.

© Yo!Rent (FATbit Technologies). All rights reserved. Page | T



