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Google login Keys Setup Guide

Key Components:

1. Configure Google Login Keys
1.1 Google Cloud Platform: Create Project & Configure Consent Screen

1.2 Create Client Id and Secret Keys

1.3 Create Developer Key

2. Testing the configuration
1. Configure Google Login keys

The admin can configure Google Login keys from System Settings > Plugins

> Social Login > Google Login > Settings

Google Login Plugin Settings

Client 1d*
Client Secret*

Developer Key*

Fig. 1: Admin- Google Login Plugin Settings
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The user must have a gmail account to proceed ahead. Log into your gmail

account and then follow the below steps.

1.1 Google Cloud Platform: Create Project and Configure Consent Screen

NB: Please skip this step if you have already created a project and configured the
consent screen linked with it. In this case, please select the appropriate project and

then follow the steps provided in section 1.2 to create new client and secret keys.

i. Once logged into the google account, please visit

https://console.developers.google.com/ to log into the Google Cloud Platform.

As shown in figure 2, the dashboard will open on the screen.

Google Cloud Platform  Select a project v Q  Search products ...

API APIs & Services Dashboard

«»  Dashboard

o To view this page, select a project. CREATE PROJECT

i Library

O~ Credentials

3 OAuth consent screen
Domain verification

= Page usage agreements

<1

Fig. 2: Dashboard

ii. On the dashboard, please click on the ‘Select a Project’ drop-down provided
on the top-navigation panel. If no project has been created as shown in figure

3, click on the ‘New Project’ button provided on the top-right corner.
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Select a project E3  NEW PROJECT

Go to the Manage Resources page.

Q, Search projects and folders

RECENT STARRED ALL
Name 1D
v Yr 8* MyProject 52722 @ celtic-shape-318911

CANCEL OPEN

Fig. 3: Select a Project

iii.  A‘New Project’ form will appear as shown in figure 4. Admin must:

e Project Name*: Enter a unique project name.

e Organization* Select the organization in which you want to create a
project. If you are a free trial user, skip this step, as this list does not
appear.

e Location*: Enter the parent organization or folder. That resource will be

the hierarchical parent of the new project.
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New Project

You have 17 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

[ Project name *

My Project 38560 (7]

Project ID: nifty-episode-318911. It cannot be changed later. EDIT

Organization *
saintchris-school.org - @

Select an organization to attach it to a project. This selection can't be changed later.

Location *
B saintchris-school.org BROWSE

Parent organization or folder

CREATE CANCEL

Fig. 4: Create New Project Form

Once the input fields have been entered, the admin must click on ‘Create’ to

add the new project.

iv. ~ Now, please click on the ‘Credentials’ tab from the side-navigation menu

which will open the Credentials page as shown in the figure 5 below.
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= Google Cloud Platform

J
L]
o

o=

APIs & Services
Google Analytics API

Overview
Metrics
Quotas

Credentials

o* My Project 56254 ¥ Q  Search products and resources

Credentials | + CREATE CREDENTIALS @ DELETE

Credentials compatible with this API

To view all ials or create new visit Credentials in APIs & Services

A Remember to configure the OAuth consent screen with information about your application.

OAuth 2.0 Client IDs

O Name Creation date

No OAuth clients to display

Service Accounts

O Email Name

No service accounts to display
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CONFIGURE CONSENT SCREEN

Client ID

Manage service accounts

Fig. 5: Credentials Page

v. If no Google services have been used previously, the next step will be to

‘Configure Consent Screen’. However, if already using other google services,

the Consent Screen needs not to be configured again due to which this

button will not be displayed to such users.

To configure a consent screen, please click on the ‘Configure Consent Screen’

button which will open the page displayed in figure 6.

Google Cloud Platform

** My Project 6256 ¥ Q Search products and resources

<1

APIs & Services

Dashboard

Library

Credentials

OAuth consent screen
Domain verification

Page usage agreements

OAuth consent screen

Choose how you want to configure and register your app, including your
target users. You can only associate one app with your project.

User Type
O Internal @

Only available to users within your organization. You will not need to
submit your app for verification.

O External @
Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test

users. Once your app is ready to push to production, you may need to
verify your app .

CREATE

Let us know what you think about our OAuth experience

Fig. 6: OAuth Consent Screen Configuration page
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Please select the User Type as ‘Internal’ and then click on the ‘Create’ button
to proceed ahead (recommended for Testing Mode). Configuring Internal
users will limit authorization requests to members of the organization.

Additionally, there is no need to submit the app for verification.

Projects configured with a user type of External are available to any user with
a Google Account (recommended for Live Mode). However, submitting your

app for verification is required here once it is ready to be published.

vi. The admin will be redirected to the ‘Edit App Registration’ form as shown in

figure 7 below. This form includes 3 steps that are explained ahead.

The first step is to configure ‘OAuth Consent Screen’ that includes following

sections -

i. App Information: Enter the mandatory fields that are App Name and
User Support Email.

ii. App Domain: Enter the required application domains. The fields are not
mandatory but the admin can enter the information to link their
website with the analytics account.

iii. Authorized Domains: Click on ‘Add Domain’ button to add authorized
domain URLs.

iv. Developer Contact Information: Enter a valid email address that can be

used by Google to send notifications.
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@ oOAuth consentscreen — @ Scopes — @ Summary

App information

This shows in the consent screen, and helps end users know who you are
and contact you

App name *
project-761562400105

The name of the app asking for consent

User support email * A

For users to contact you with questions about their consent

App logo BROWSE

Upload an image, not larger than 1MB on the consent screen that will help users recognize
your app. Allowed image formats are JPG, PNG, and BMP. Logos should be square and
120px by 120px for the best results.

App domain

To protect you and your users, Google only allows apps using OAuth to use
Authorized Domains. The following information will be shown to your users
on the consent screen.

Application home page

Provide users alink to your home page

Application privacy policy link

Provide users alink to your public privacy policy
Application terms of service link

Provide users alink to your public terms of service

Authorized domains @

When a domain is used on the consent screen or in an OAuth client’s configuration, it must be
pre-registered here, If your app needs to go through verification, please go to the Google Search
Console to check if your domains are authorized. Learn more about the authorized domain limit.

maximal-park-296806.firebaseapp.com
-+ ADD DOMAIN

Developer contact information

Email addresses *

These email addresses are for Google to notify you about any changes to your project,

SAVE AND CONTINUE CANCEL

Fig. 7: OAuth Consent Screen

After adding all the necessary information, please click on the ‘Save and

Continue’ button.
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vii. The second step is to add ‘Scopes’. The fields provided in this form are not

mandatory. So, one can skip the step by clicking on ‘Save and Continue’.

Edit app registration

Q 0Auth consent screen — e Scopes — e Summary

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more

ADD OR REMOVE SCOPES

Your non-sensitive scopes

APl T Scope User-facing description

Mo rows to display

& Your sensitive scopes

Sensitive scopes are scopes that request access to private user data.

AP P Scope User-facing description

Mo rows to display

@ Your restricted scopes

Restricted scopes are scopes that request access to highly sensitive user data.

APL Scope User-facing description

No rows to display

SAVE AND CONTINUE CANCEL
Fig. 8: Scopes
viii.  The third step is to view the Summary.
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Edit app registration

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more

ADD OR REMOVE SCOPES

Your non-sensitive scopes

APl P Scope User-facing description

No rows to display

@ Your sensitive scopes

Sensitive scopes are scopes that request access to private user data.

APl P Scope User-facing description

No rows to display

@ Your restricted scopes

Restricted scopes are scopes that request access to highly sensitive user data.

APl T Scope User-facing description

No rows to display

SAVE AND CONTINUE CANCEL

Fig. 9: Summary

Click on ‘Save and Continue’ to complete the configuration process.
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1.2 Create Client and Secret Keys

i. Now, please click on the ‘Create Credentials’ button provided on the

top-navigation bar of this page.
OR

Go to the Credentials tab provided in the left-side navigation bar and then

click on ‘Create Credentials’ button.

ii. Select ‘OAuth Client ID’ from the drop-down list.

Crooghe Cloud Plattorrn B Wy Beogeot 6750

APT AMs L Services Chederiials 4 CREATE CREDENTALE W CELETE

. APY ey

ivowrd Crrmte etk b s .

oy Oty olient 10

A RemeThet  Ggersis e CoNEST S0 FOUF B0 DB BOCESS T L COMFKGEE COMSENT STREEM
.
Servie account

Cabarth rowrse] eraren .KP|KE’!|'E

= Cermam sefroran n [T Halp ime cheasas [l iy

T Puge uoage mpeesety

Qawth 2.0 Client iDs

D HETa Lreanondue o4 Thse Cham

Servic ACCOUNS

O tes Wors 4

Fig. 10: Credentials Page

iii.  The admin will be redirected to the ‘Create OAuth Client ID’ page as shown in

figure 11.
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Google Cloud Platform 8¢ My First Project v Q  Search products and resources

API APIs & Services & Create OAuth client ID

<  Dashboard Aclient ID is used to identify a single app to Google's OAuth servers. If your app runs on

multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
it Library

information.

O+  Credentials Application type *
LI Web application |J
H2 OAuth consent screen

Android
Domain verification

Chrome app
=& Page usage agreements i0s

TVs and Limited Input devices
Desktop app

Universal Windows Platform (UWP)

Fig. 11: ‘Create OAuth Client ID’ page

Admin must select the ‘Application Type* as ‘Web Application’ from the
drop-down list which will open an extended list as shown in figure 12, that is to

be filled by admin.
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<  Create OAuth client ID

A client ID is used to identify a single app to Google's CQAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information.

Application type *
Web application -

Learn more about OAuth client types

Name *
Web client 1

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

<+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

-+ ADD URI

Fig.12: ‘Web Application’ for ‘Create OAuth Client ID’

Please add the following information in the form fields provided below-

e Name: Enter a Name for their client Id. To avoid confusions when
generating multiple API keys, it is recommended to assign the same
name to the key as that of the application name. For instance, when
creating a separate key for Google Sign In, its name can be entered as

‘Google Login’ when generating it.
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e Authorizer JavaScript origins: Add domain name with format -

http:/domainname.com or https:/domainname.com (for SSL certificate

enabled on server).
e Authorized Redirect URIs: Add callback URI on which it will redirect
you back and provide merchant account details. The format to be used:

http:/domainname.com/public/index.php?url=google-login/index

SSL certificate enabled on server).

iv.  After entering the details, please click on ‘Create’ which will create the Client

ID and Secret Key and display them in a pop-up box as shown in figure 13.

OAuth client created

The client ID and secret can always be accessed from Credentials in APls &
Services

o OAuth is limited to 100 sensitive scope logins until the OAuth

consent screen is verified. This may require a verification process
that can take several days.

Your Client ID
6. ITTIIIT LTl Il I_TII_II.apps.qgc |-|:|

Your Client Secret
S | |-|:|

0K

Fig. 13: OAuth Client Created
V. The keys generated will also appear on the ‘Credentials’ page as shown in

figure 14.
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Google Cloud Platform

API APIs & Services Credenbals + CREATE CREDEWTIALS W pEETE

Daahbcird CIERIE OIS I BRSOl SR AP, s ot
2 Ly
AF1 Keys
te Coegemials
E LT e e o ST [
Dath corries] reeh [

Doamain smficalos

Cuiith 2.0 Clisnt IDs
Fa  Page usage apreemeniy

[m Comai dbe i o 1
I ; - ——— o PR
O ool Anayies i vl ik L] uhl L] ra 3

Sarvice Acoounis

0O e -

Google Login API
Keys

Fig. 14: Credentials Page

The generated keys must be copied and pasted by the admin into respective

input-fields as shown in figure 1.

1.3 Create Developer Key

i. On the Google Cloud Platform panel, please click on the ‘Create Credentials’
button and then select ‘APl Key' from the drop-down list.

'-:TD':J(_.'"' :l':."ud F='|a1_1.:.'-m :.. Wiy Progec 0067 = u Gearch products and resourcas

RPT APis and services Credentials I 4 CHEATE CREDENTIALS § DELETE

. AP ey

Lol ieshboarnd Create oredentals to ac entifies your project using a simple APY key to check quola and socess
B Lkewy awith client 1D

AR k!‘.l'ﬁ Hequesls user consenl &0 Thal your app can sccess the wser's &
L2 Credermisls
0O weme Service sccount
Dikusih consent soemen o Enables server-io-server, appHevel authenbcation

o &P1 keys 1o displa

Damarn werifcalion Halp e chooge

DAL 2.0 Clent | asks o tew questions 1o help you decise which tpe of credentia

Sp P ubsge s

Fig. 15: Credentials Page
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ii. A pop-up will appear displaying the newly created API key.

API| key created

Use this key in your application by passing it with the key=API_KEY parameter.

Your APl key

T Ll Iliiius [y

e

A\ Restrict your key to prevent unauthorised use in production.

CLOSE RESTRICT KEY

Fig. 16: API Key Created

Please copy the key and paste it in the Developer Key input field provided

under Google Login plugin settings provided in the admin panel as shown in

figure 1.

The ‘Developer Key' can also directly be copied by clicking on D icon

provided to its right on the ‘Credentials’ page under API keys section.

NB: Please note that an already existing developer key can be used twice as
well. So, if you have created a developer key when configuring Google
Shopping Feed, the same developer key can be used for Google Login as
well. However, creating a separate key helps track activities of that plugin in
the console, due to which it is recommended to create separate keys for

different plugins.
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2. Testing the Configuration

To check if the Google Login is working correctly, please visit the
login/signup page and click on the Google Login button being displayed in

the form as shown in the figure 17 below.

Login .

Username Or Email

Password

Remember Me

Use Phone Number Instead

Or

Oonoo

Forgot Password? Mot Registered Yet?

Fig. 17: Private Key Saved To Your Computer

Now, try to login with a google account. If the user logged in as a buyer, this

means that the keys are configured correctly.

© Yo!Rent (FATbit Technologies). All rights reserved. Page | 16



